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Abstract
The United Kingdom Cyber Security Strategy has been criticised as a missed opportunity. This
dissertation explores this challenge by analysing the objectives of the Cyber Security Strategy, the
core conceptual foundations that underpin the cyberspace environment and criticism that the UK is
in a strategic malaise and unable to develop strategy anymore is examined. Whilst there has been
success attributed to aspects of the strategy this paper will illustrate that there is scope for
improvement for the next instalment in 2015.
A significant problem when discussing the cyberspace environment is the lack of universal
terminology which causes a degree of confusion and ambiguity for arguments as there is no
common basis of understanding. This paper asserts that developing such a basis is needed to
establish a basis for which discussion and analysis can follow. Therefore, consistent terminology is
developed by examining the understanding of cyber and cyberspace to enable a clear conception of
what constitutes a cyber-crime, cyber-attack and cyber-weapon. This enables the strategy to be
examined on a consistent level and conclusions drawn as to whether it is a missed opportunity.
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Introduction

This dissertation will analyse the argument whether the UK Cyber Security Strategy (CSS) represents
a missed opportunity (McGhie 2012). Jermy posits that there are a number of ways in which a
strategy can be challenged (2011). This paper will utilise three of them; the strategic development
process, the assumptions used to underpin the strategy and that the strategy derived is in itself
weak or ineffectual (Jermy 2011). The analysis will examine the conceptual arguments that underpin
the CSS relating to interdependency and the understanding of cyber and cyberspace. Then an
overview of the CSS and the process that developed it will be analysed before moving onto to assess
the four objectives of the CSS in turn.
Much thought has been given as to how best to assess the CSS. Consideration was given to utilising
the ends, ways and means strategic paradigm. However, the disjointed nature of the CSS and
general National Security Strategy (NSS) and Strategic Defence and Security Review (SDSR) makes
this almost impossible to do in individual sections, as the ends, ways and means are entwined within
multiple documents without the necessary coherence to enable analysis. Similarly presenting the
various different arguments then analysing the UK as a form of case study was discounted as the key
points would have been separated between different segments of the paper. Therefore, an
appropriate methodology appears to be to study the CSS via the objectives it purses.
The analysis will begin by looking at the conceptual foundations that provide the bedrock of analysis
for cyber-security. The chapter starts by outlining whether cyber-security can be enacted on the
basis that the world relies on the same level of interdependency, before moving on to analyse the
debates surrounding the core conceptions of cyber and cyberspace. These areas enable a clear
definition of the core terminology surrounding the debate that is often lacking in the literature.
Chapter 3 introduces the components of the UK CSS and highlights how the strategy was derived. It
aims to illustrate the reasoning behind introducing the strategy and to identify the objectives of the
strategy and the levels of funding available. The next chapter takes a wider consideration of a
strategic malaise within UK strategy making in general into consideration. This will develop a greater
understanding of the strategic environment that developed the CSS.
Chapter 5 examines each objective in turn. The guiding principle for each section is to identify the
central debates that the individual objective being examined generates. Consequently, this results in
Objective #1 and Objective #2 having a larger content due to the areas being analysed. Objective #1
focuses on the elements of the cyber-crime debate and whether this represents a new form of
1

Gavin E L Hall
criminal activity outside existing legislative provisions and who the perpetrators of cyber-crime are.
Objective #2 considers that in order to identify with a more resilient UK that the threat has to be
identified, and so looks at the threshold for cyber-attack and from this cyber-weaponry. Objective #3
analyses the establishment of international norms for conduct in cyberspace and the debate
surrounding an open, vibrant and safe cyberspace. Finally, Objective #4 considers the increase in
cyber-security specialists that the CSS calls for.
The arguments raised during this process will be pulled together in the conclusion so that whether
the UK CSS represents a missed opportunity can be assessed. A wide range of different sources are
used to develop the argument and it should be noted that the CSS has not been the subject of
rigorous academic analysis, unlike the NSS and SDSR process. Consequently, some of the main forms
of comment on the CSS originate from committee’s in both the House of Commons and House of
Lords. It should be remembered that it is the role of a committee to critique and scrutinise the
government, which results in the potential for a skewered analysis in this direction. Similarly, the
cyber-environment is continually evolving with books and journals unable to keep up. Therefore, a
number of media sources have been used to ensure that the full scope of the debate is catered for.
However, the central arguments of this paper are based on the core academic literature so the
effect of reliance on committee reports and the media, for the most recent information, should not
lead to impugned conclusions.
A central theme of this paper is the need for precise and defined terminology that can allow a
debate and analysis to be generated on the basis of common understanding. Therefore, as well as
illustrating the debates regarding what the key conceptions of the cyber-environment entail,
consideration was also given as to how to present words with the cyber prefix. For example,
cybercrime is also presented in the literature as cyber crime and cyber-crime. Despite, cyberspace
appearing to set precedence, the format of cyber-crime will be adopted throughout as it enables
clarity and keeps in line with the premise of cyber as a prefix 1.

1

With the exception of cyberspace as this is already an established term in common usage and direct
quotations which remain unaltered.
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Conceptual

This conceptual section develops the argument as to whether the CSS represents a missed
opportunity on the basis that the assumptions made are considered to be normative, and as a result
does not take into account the full scope of the debate regarding the concepts of cyber and
cyberspace. Considering Objective #3 of the CSS, which will be analysed in full during chapter 5,
relates to establishing acceptable behavioural norms within cyberspace, and the London Conference
on Cyberspace it would appear to a cursory glance that the UK is at the forefront of the debate
(Hague 2011). However, this section will highlight three key assumptions which impact the
discussions throughout this paper, which the CSS demonstrates are able to be challenged,
interdependency, cyber and cyberspace. Furthermore, a much clearer understanding of the
problems within the cyber environment will be gained thus enabling solutions to a number of the
issues that the CSS presently struggles to deal with.
Interdependency
Perhaps the most basic assumption of the Information Age is that global interdependency exists and,
furthermore, that it is increasing at an unprecedented rate (Akamai 2012 and Clemente 2013). The
CSS concurs by devoting the opening chapter to the assumption where it states that,
‘the internet is already having a profound impact on the way we live our lives. This social
change will only grow and gather pace as the number of users increases. Already it looks like
it will be on the scale of the very biggest shifts in human history, such as the coming of the
railways, or even learning to smelt metals’ (Cabinet Office 2011: 11).
However, this view is contested with arguments that some countries are becoming increasingly
hypoconnected as opposed to hyperconnected (Quenqua 2011 and Tofler & Tofler 1993). The
origins of the argument are based on the assertion that the developing world is still substantially
agricultural in its base economy and lacks lack the necessary economic diversification to require
interdependency and connectivity (Tofler 1980 and Tofler & Tofler 1993). The developed Western
economies, on the contrary, have already undergone the full process of economic destruction and
reconstruction necessary to enter the Third Wave, or the Information Age (Tofler 1980). Essentially,
the point made is that the world cannot be viewed as a unified body whilst there is still substantial
discrepancy between the Global North and South. This has important implications for the
development of a cyber-security strategy, particularly in regard to developing closer ties with allies
and international organisations, such as the European Union (EU) or North Atlantic Treaty
Organisation (NATO).
3
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Jermy identifies that flawed assumptions are a reason for a strategies failure (2011). In terms of the
general cyber debate this is especially true in regards to the ‘imprecise terminology [and] a certain
reluctance to abandon the notion that cyber conflict is unique and sui generis, rather than being just
another new technology applied to warfare’ (Lewis 2010: 1). Indeed adopting a universal
terminology is central to allowing a debate to be fostered on the basis of common understanding
from which analysis can be generated. The issue is confounded by misuse of terminology, which
often overlaps and is applied interchangeably, by institutions and authors seeking adaptation to
their own agendas and objectives (Yannakogeorgos 2013a). This is confirmed in a report to the
Organisation for Economic Cooperation and Development (OECD) which states that ‘analysis of
cyber security issues has been weakened by the lack of agreement on terminology and the use of
exaggerated language’ (Sommer and Brown 2011: 6).
The cornerstone of the cyber security debate is the etymological and conceptual understanding of
cyber and cyberspace. By examining these two areas it becomes possible to conceive cyber-security
issues on a much deeper level.
Cyber
During the formulation of any analysis it is important to develop a base reference point from which
analysis can be derived. In terms of the cyber security strategy debate then a logical start is the
understanding of the word cyber. This analysis focuses on the etymology of cyber as a prefix that can
then be applied to a variety of different terms to denote that specific attention is being drawn to the
areas associated with cyberspace.
Cyber is derived from cybernetic, which itself comes from the Greek adjective κυβερνητικός meaning
skilled in steering or governing; cybernetics denotes a functional process and the control of speech.
This means that the use of cyber as a prefix has a semantic contextual accuracy, as long as it is used
to denote control of whatever is represented by the word it precedes (Straubhaar, LaRose &
Davenport 2004). Therefore, it follows that cyber-attack is an attack within cyberspace and cybercrime is a crime within cyberspace.
The example of cyber-terrorism will be used to illustrate the concept of cyber as a prefix. From an
etymological standpoint the central word is terror, with a prefix of “cyber” and “ism” as a suffix. As
such cyber-terror is a different concept, with a different meaning to cyber-terrorism. Therefore, for
an action to be considered cyber-terrorism it must first meet the requirements to be considered an
act of terrorism in its own right.

4
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How to define terrorism is a highly contested area. For the purpose of this paper it is noted that
terrorism is the use of violence by non-state actors to achieve a political goal (Kydd & Walter 2006).
Furthermore, terrorism is also a much more sophisticated rational action that has specific political
goals (Drake 1998). Consequently a working definition of terrorism would involve it as a rational
action involving the use of violence by non-state actors to achieve a specific political goal. Therefore,
for an act to be considered as cyber-terrorism it must be a rational action, use violence, involve nonstate actors and be politically motivated. By definition if any of these criteria are not met then it
cannot be considered to be act of cyber-terrorism.
Even if a different definition of terrorism is applied then the criteria for the cyber-event would be
adjusted on the basis of the changes. However, some authors have tried to rework cyber-terrorism
on the basis of actions witnessed in order to try and define them as terrorist acts without any
thought to the etymological origins of the word. These attempts devalue the terminology to a point
whereby any real meaning is lost. Dorothy Denning proposes such a re-alignment by replacing the
violence criteria with any form of cyber-intrusion, even though she specifies that this is ‘without
engaging in violence’ (2009: 7). Furthermore, Denning offers the definition that enables acts to be
defined as cyber-terrorism even though they may be removed in both time and space from the
actual act of terrorism (2001: 281). Introducing the element of how far removed from the event a
precursor action takes place is unhelpful and only seeks to dilute the notion of terrorism (Macdonald
2013 and Macdonald, Jarvis & Chen 2013: 17). This confusion is not just restricted to individuals but
also to corporations who are intrinsically involved in the cyber-environment, such as Symantec who
argue for different categories of cyber-terrorism by establishing their concept of ‘pure
cyberterrorism’ (Gordon & Ford 2003: 8).
Although this is only a fraction of the debate surrounding cyber-terrorism the importance of having
clear understanding of the terminology rooted in the etymology of the core word needs to be
appreciated. Attempting to change and adapt the central meaning and conception being analysed
only serves to devalue the overall subject being discussed to the point where little true meaning is
lost and any common basis for sustained analysis is lost. This remains true for any other term that
the cyber prefix is attached to.
Cyberspace
Following on from the analysis of cyber the debate surrounding the nebulous concept of cyberspace
can be analysed. The United States takes a different doctrinal position to the UK by considering
cyberspace as the 5th domain. The National Strategy to Secure Cyberspace (POTUS 2003), the
National Security Strategy (POTUS 2010), the International Strategy for Cyberspace (POTUS 2011),
5
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the Department of Defense Strategy for Operating in Cyberspace (DOD 2011), and the review of
cyber-strategy by the accountability office all make no attempt to define what cyberspace is (GAO
2013). Only the US Air Force provides a clear definition whereby ‘cyberspace is a global domain
within the information environment consisting of the interdependent network of information
technology infrastructures, including the Internet, telecommunications networks, computer systems,
and embedded processors and controllers’ (USAF 2011: 1). This is the normative view of cyberspace
as being a technology which does not consider additional elements of the environment that
complete cyberspace (Yannakogeorgos & Mattice 2011).
Despite the different UK doctrinal position, the CSS follows in a similar vein. However, it does
contain potential scope for an appreciation for a broader conceptualisation.
‘Cyberspace is an interactive domain made up of digital networks that is used to store,
modify and communicate information. It includes the internet, but also the other
information systems that support our businesses, infrastructure and services. Digital
networks already underpin the supply of electricity and water to our homes, help organise
the delivery of food and other goods to shops, and act as an essential tool for businesses
across the UK. And their reach is increasing as we connect our TVs, games consoles, and
even domestic appliances’ (Cabinet Office 2011: 11).
Richard Clarke, former White House cyber-tsar, provides a similar line of thought by highlighting that
cyberspace is not just the internet and that cyberspace is made up of lots of other networks, which
are separate from each other (Clarke & Knake 2010). Similarly, Folsom ‘proposes that cyberspace be
defined as an embodied switched network for moving information traffic, further characterised by
degrees of access, navigation, information-activity, augmentation (and trust)’ (2007: 75). Therefore,
the premise develops that cyberspace is not just the internet but still a phenomena firmly rooted in
the technological sphere.
Analysis of international law does not help to clarify the issue, as there is no universally accepted
legal definition for cyberspace or its values (Folsom 2007). The Tallinn Manual has sought to try and
address these issues. However, it makes no effort to define cyberspace other than in the glossary
which implies that the term is non-contentious. ‘Cyberspace: The environment formed by physical
and non-physical components, characterized by the use of computers and the electro-magnetic
spectrum, to store, modify, and exchange data using computer networks’ (Schmitt 2013: 211).
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Despite the differences in the strategic perspective of the United States, NATO CCDCOE 2 and the
United Kingdom all of these definitions above are focused on the technical aspect, even allowing for
the broader concept put forward in the CSS.
Contrary to the debate on cyber there is no etymological basis for analysing cyberspace due to the
term having no semantic meaning as the space being controlled is virtual not kinetic. Its origins lie in
William Gibson’s science fiction novel, Neuromancer (1984). Cyberspace is a metaphor that has been
utilised in association with Information Communication Technology (ICT) to such an extent that it is
accepted as normative with little question posed to the actual meaning (Betz & Stevens 2011).
Indeed the metaphorical concept of machine-mediated communications began over one hundred
years ago, with the introduction of the telegraph system (Standage 1999), and it can even be argued
that the Cursus Publicus from the Roman era and the agora of Greek city states fit into the
parameters imposed by the restrictive view of this metaphorical concept (Betz & Stevens 2011,
Maguire 2013 and Macdonald, Jarvis & Chen 2013: 13). Therefore, the technological focused
concepts of cyberspace are only a working concept of cyberspace and a much deep
conceptualisation is needed to be able to truly grasp the core issues, as long as computers remain
non-sentient then the core threat emanating from cyberspace is people (Betz & Stevens 2011).
‘Cyberspace has the sole purpose serving human operators and creating effects in the physical
world’ (Yannakogeorgos & Mattice 2011: 1). This is a fundamental realisation that cyberspace is not
the exclusive domain of the internet but rather that it is focused on a multitude of interconnections
between the human and technology (Clark 2010). David Clark in his model of cyberspace highlights
four interconnected top-down layers – people, information, logic and physical (2010). It should be
instantly apparent that this conceptualisation differs from Richard Clarke’s, and a number of other
definitions discussed earlier, with the explicit inclusion of people. People are not just passive users
within cyberspace but rather how they use and interact within cyberspace helps to define and shape
cyberspace, which makes the concept a continually evolving and dynamic idea (Clark 2010). Figure 1
illustrates this conception of cyberspace.

2

NATO CCDCOE is a private company that is supported by NATO therefore, any publications are not NATO
directives but rather the product of a think tank (Atlantic Council 2013).
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Figure 1. Visualisation of Cyberspace (Yannakogeorgos & Mattice 2011: 2)
Cyberspace can be seen to be the hierarchical nexus ranging from the physical hardware that makes
up network systems, to the logic that drives the creation of these systems, to the raw data and
information transmitted within and between networks, and concluding with the human interface
that provides both instructions to the network and receives data from them (Clark 2010).
The ramifications of this reconceptualization of cyberspace are wide-ranging, as the inclusion of the
human, whether a casual user or an information warrior, as a key component of cyberspace means
that the basis for cyber-strategy still remains the same as in the Second World War, or the
Napoleonic War, or the Hellenic War. Conflict at its core is the reciprocal interaction of human
choice and hence ‘cyberspace has not had any single, overarching effect on all fields of human
activity - cultural, economic and military’ (Betz & Stevens 2011: 12). Furthermore, despite the claim
that ‘cyberspace is a man-made domain, and is therefore unlike the natural domains of air, land and
maritime’ (USAF 2011: 2), it can be percieved that cyberspace has altered operations in the military
sphere far less than it was supposed to, or believed to be (Betz & Stevens 2011).
The United States doctrinal view of the 5th domain, and the establishment of the United States Cyber
Command sets cyberspace apart as a separate domain distinct from the kinetic world. It should be
rapidly apparent that by utilising the visualisation of cyberspace in Figure 1 that humans provide
commands to equipment that retrieves data and information via a physical infrastructure that has
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been designed and built by humans. How this paradox will unfold is unclear, although the US Army
has made a detailed study that incorporates this broader conceptualisation of cyberspace
(Department of the Army 2010: 8). Therefore, questions can be raised as to whether the CSS would
have benefitted from giving the conceptual aspects of interdependency, cyber and cyberspace more
rigorous thought.
Now that an analysis of some of the core conceptual foundations of cyber-security strategy has
taken place this paper can move on and look at the specific detail of the CSS. This will begin with an
overview of the strategy itself, before examining the strategic malaise that Britain is said to be in.
The four objectives of the CSS can then be analysed as to whether they represent a missed
opportunity.

9
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United Kingdom Cyber Security Strategy

The purpose of this chapter is to set out what the UK Cyber Security Strategy entails so that whether
it represents a missed opportunity can be analysed in the following sections. Even though a previous
attempt at a CSS was made in 2009 the current CSS is still very much seen as part of an inaugural
process (Cabinet Office). However, the UK approach to cyber-security strategy is somewhat
convoluted and arguably the result of a cost-cutting agenda (Cornish & Dorman 2001 & Fox 2010).
There are a number of different organisations that contribute to the provision of cyber-security and
there are issues with unity of command that do not help the process (Leonhard 1998 and Farmer
2010). However, this paper is focused on analysing the CSS and limits its terms of reference to the
actual document. Therefore, this chapter will outline the core objectives of the CSS so there is no
confusion with regards to what is being examined.
In May 2010, shortly after coming to power, the coalition government established the National
Security Council (NSC) with the brief to oversee Britain’s security and coordinate responses to
threats to the UK, military or otherwise (BBC 2010a and MOD 2010). The UK has not had a
coordinated body responsible for national security strategy since the Committee for Imperial
Defence, which operated from 1904 until 1939 (Johnson 1960 and Lobell 2004). Therefore, this
marked a significant change in approach of strategy formulation and the establishment of a National
Security Strategy (NSS) represented an opportunity for a fresh examination of threats and
capabilities in the modern world (HM Government 2010a). However, Prins posits that a critical
difference exists between the NSC and CID, due to the NSC operating by report whereas the CID
operated via committee (2011).
This is a significant distinction as it effectively means that the formulation of strategy is constrained
to the civil service, which does not necessarily involve the sustained debate and direct outside
influence that expert advice brings to a committee (Boys 2012). Furthermore, the NSC is not a
statutory institute of the UK Government, rather it is the mechanism that the present coalition have
formulated to orchestrate the UK’s national security provision (Bangham & Shah 2012). Therefore, it
would be perfectly feasible for a new government to remove the NSC. A permanent statutory NSC
would not only be a focal point for improving UK strategy but also as a constitutional check on the
power of the Prime Minister (Bangham & Shah 2012).
Previously the UK had relied on infrequent Strategic Defence Reviews (SDR) and the occasional
update or amendment as situations required. For example, the last SDR was undertaken in 1997 and
10
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focused on traditional military roles (MOD 1998), following 9/11 the New Chapter was added (MOD
2002) and a white paper was presented in 2003 to provide greater focus on terrorism and the
proliferation of Weapons of Mass Destruction (MOD). In line with the increasing broadening and
deepening of the security debate the most recent review sought to embrace the challenge that
defence and security are not necessarily homogeneous by establishing the 2010 Strategic Defence
and Security Review (SDSR) (Buzan 1991, Buzan, Waever & de Wilde 1998 and HM Government
2010b). The NSS and the SDSR were published concurrently in October 2010 and, therefore, the
overall security of the UK is a product of both documents (HM Government n.d.a).
The substantial changes that have occurred in the global security situation since 1997 provide a clear
need for a review of national security priorities. The government has routinely updated its National
Risk Assessment (Cabinet Office 2008 3). Figure 2 shows the diverse range of factors that are
considered. For the 2010 NSS the process had become the National Security Risk Assessment (NSRA)
and the methodology employed is provided in Annex of the NSS (HM Government 2010a). However,
the NSRA is criticised for the methodology employed and that the government appears unwillingly to
discuss the issue, citing the need for secrecy (House of Lords and House of Commons 2012). A
significant source of tension arises from the following statement in the NSS that the NSRA process,
‘provides an insight into potential future risks, so as to contribute to decisions on capabilities
for the future. It does not directly address immediate security issues. Thus we did not
include in the NSRA a risk directly related to a conflict in Afghanistan, since we are already
engaged there. But we do include risks of future terrorism and risks of future conflict’ (HM
Government 2010a: 26).
How this process identifies cyber-events as a Tier 1 threat is confusing as it is considered an
immediate threat, which would also mean that it would not come under the purview of the NSRAs
brief (House of Lords and House of Commons 2012: 9-10).

3

Unfortunately the 2010 document, with an update in 2012, has been unavailable for some time while it is
checked for a virus <https://www.gov.uk/government/placeholder>
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Figure 2. National Risk Assessment (Cabinet Office 2008: 5)
The NSRA enabled the NSS to establish four Tier 1 threats to the UK (HM Government n.d.b), which
are international terrorism, international military crises, major accidents or natural hazards and
‘cyber attack, including by other states, and by organised crime and terrorists’ (HM Government
2010a: 11). The strategic nexus of ends, ways and means is seperated between the NSS and SDSR.
The NSS aims to ‘develop a transformative programme for cyber security, which addresses threats
from states, criminals and terrorists; and seizes the opportunities which cyber space provides for our
future prosperity and for advancing our security interests’ (HM Government 2010a: 34), whilst the
SDSR looks to address how the ‘balance between resources and commitments’ can be maintained
for the next five years (HM Government 2010b: 17).
The Cyber Security Strategy continues with the separation of means from ways and ends. It states
the following objective:
‘Our vision is for the UK in 2015 to derive huge economic and social value from a vibrant,
resilient and secure cyberspace, where our actions, guided by our core values of liberty,
fairness, transparency and the rule of law, enhance prosperity, national security and a strong
society’ (Cabinet Office 2011: 8).

12
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To achieve this objective the Cyber Security Strategy sets out four objectives, which are illustrated
below in Figure 3. It is interesting to note that Objective #4 is set out as the foundation on which the
other three objectives are able to be built.

Figure 3. UK Cyber Security Strategy Objectives (Cabinet Office 2011: 21)
Therefore, it would appear that Objective #4 is the most important as it effectively enables the other
areas of the strategy. Indeed, when we consider the interdependent relationship between the
human and technology it becomes obvious that humans need adequate technology in order to
utilise their skills, and that technology needs humans of sufficient calibre in order to gain the
maximum benefit from it (Andress & Winterfield 2011).
The means aspect for the provision of cyber security is provided by the National Cyber Security
Programme (NCSP), as established in the SDSR, which will be coordinated by the Office of Cyber
Security and Information Assurance (OCSIA) (n.d.). The NCSP is supported by £650 million over the
period from 2011-2015 (HM Government 2010b: 47). Figure 4 illustrates how the budget is allocated
over the four year period and also the different branches of government that the OCSIA coordinates
with. The Centre for the Protection of National Infrastructure (CPNI) also falls under the overview of
the OCSIA, but is not directly funded by the NCSP.

13
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Figure 4. Breakdown of Funding for National Cyber Security Strategy (NAO 2013: 16)

This chapter has provided the contextual origins of the CSS, along with the objectives of the strategy
and the resources available to fulfil these objectives. Over the next segment of this paper arguments
surrounding the strategic malaise will be analysed

14
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Strategic Malaise

This chapter will analyse whether the CSS represents a missed opportunity as a symptom of a wider
British strategy malaise (Baylis 1989, Cohen 2002, Porter 2010). Indeed the Public Administrations
Select Committee has argued that the UK has ‘lost an institutionalised capacity for, and culture of,
strategic thought’ and as a result that the ‘the term “strategy” has moved out of its narrow military
meaning and into general use, it has lost its precision’ (House of Commons 2010: 6,7). However,
much of the criticism on the present security strategy has focused on critique of the NSS and SDSR
and comparatively little comment has focused on the CSS itself. The Public Administrations Select
Committee also highlighted the lack of distinction between strategic thought and strategy, and also,
between strategy and policy (House of Commons 2010). Therefore, the distinctions will be made in
order to assess the strategic malaise argument.
Strategies are developed from strategic theory (Paret 1986), and theories rise to prominence in
direct relation to their ability to help decision makers formulate sound strategy (Mahnken 2007).
‘Strategic theory opens the mind to all the possibilities and forces at play, prompting us to consider
the costs and risks of our decisions and weigh the consequences of those of our adversaries, allies,
and others’ (Yarger 2006: 2). However, the development of strategic theories is a reflection of the
intensely personal relationship between humans and armed conflict. This holds true whether the
theory being promulgated stems from an individual or a collective group such as a think tank.
Therefore, strategic theories can be tainted by personal bias and individual or collective agendas.
This is known as the strategic environment, which is argued to be the crucial
‘determinant of the information that is available to an actor and the structure within which
actors operate. The environment determines what the actors think they know for sure and
what they have to infer, if possible, from the behaviour of others’ (Harris 2006: 542).
An example of this is provided by the prominent British strategist Basil Liddell-Hart, who was a
staunch proponent of professional armies and that the focus of war-fighting should be on
manoeuvre and not attrition (1944). The primary reasoning behind this proposition was not that it
was the optimal strategy to conduct military operations at that particular time, but rather an
attempt to ensure that the total war and mass slaughter that Liddell-Hart had witnessed in the Great
War was not repeated (Freedman 1998). Therefore, the strategic environment becomes a key
influence in the evolution of strategic theory. This ensures that strategies often fit a given period in
history rather than become a grand universal theory that is applicable across the ages.
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Strategy and policy are often confused and merged together. Therefore, it is important to clarify
what is meant by policy to avoid conflation with strategy. Policy is,
‘a government’s (or organisation’s) formed position on an issue, situation or problem,
including what political objective the government seeks to achieve, what resources it is
prepared to commit to the pursuit of that objective and what course of action it intends to
follow’ (Jermy 2011: 33).
Strategy is different, for example, Michael Howard states that strategy is the ‘use of available
resources to gain any objective’ (Howard 1983: 86). However, for a strategy to be effective it should
address ‘what ways should we employ to deliver the ends that our policy seeks within the means
that our policy has allocated’ (Jermy 2011: 33-34). Therefore, Jermy posits that strategy is primarily
focused on the ways component of the strategic trinity (2011).
Hew Strachan develops the distinction between policy and strategy. Whilst assessing the nature of
the decline of the use of the word strategy to become synonymous with policy he makes the
following statement.
‘The military historian needs to confront an existential question: why is there strategy on the
one hand and naval strategy on other? Why is the use of the adjective ‘naval’ an indication
that those who have written about the conduct of war at sea have not been incorporated
into the mainstream histories of war?’ (Strachan 2005: 37).
The immediate thought with reference to this study of the CSS is to simply insert cyber instead of
naval into the above quotation. Strachan goes onto posit that strategy had lost its true meaning by
the end of the Cold-War, and that strategy is concerned the deliverance of military force, or in
Clausewitzian terms strategy is defined as ‘the use of the engagement for the purpose of the war’
(Clausewitz 1984: 177). Strachan essentially argues that we are in a foreign policy malaise, and
because that the notion of strategy has been replaced by security and taken to encompass a broad
range of policy, even to the extent whereby it could be argued that foreign policy has been
militarised (2005). Therefore, the arguments of Porter (2010) and Cohen (2002) that the UK suffers
from a strategic malaise would appear to be lacking this extra dimension. With Strachan’s approach
in mind then the UK would be strategy deficient not because of a malaise but due to the broadening
and deepening of security issues (Buzan 1991, Buzan, Waever & de Wilde 1998, Booth 2005 and
Booth 2007).

16

Gavin E L Hall

Analysis of the Cyber Security Strategy Objectives

Having identified the objectives of the CSS, in chapter 2, each one will be analysed in turn. The focus
will be to analyse the debate bought out by the key terms utilised within each objective. The primary
challenges facing each objective are that the ends are too ambitious and not grounded in the reality
of what is actually feasible or realistic, that the ways are hindered by being insufficiently honed and
are open to interpretation, and that the means are insufficient (McGhie 2012). From the previous
section this is arguably due to the CSS being a policy document and not a true strategy.
The overarching end objective of the CSS is clearly established in Francis Maude’s introduction.
‘By 2015, the aspiration is that the measures outlined in this strategy will mean the UK is in a
position where: law enforcement is tackling cyber criminals; citizens know what to do to
protect themselves; effective cyber security is seen as a positive for UK business; a thriving
cyber security sector has been established; public services online are secure and resilient;
and the threats to our national infrastructure and national security have been confronted’
(Cabinet Office 2011: 5).
Therefore, the CSS is supposed to tackle the challenge of cybercrime, educate the populous in cybersecurity and ensure the private sector is able to provide the security required, resilient public
services and the removal of threats to critical national infrastructure. Furthermore, this should be
achieved within a four year timetable. The level of this challenge seems somewhat akin to King
Sisyphus and his attempts to get his boulder to the top of the hill. However, each component will be
looked at individually in order to provide an overall picture of whether the CSS is a missed
opportunity.
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Objective #1: Cyber-Crime
Objective #1 of the CSS is for ‘the UK to tackle cyber-crime and be one of the most secure places in
the world to do business in cyberspace’ (Cabinet Office 2011: 21). However, a recent report by the
Home Affairs Select Committee has stated that the UK is failing to meet this objective (BBC 2013f
and House of Commons 2013). It can be argued that this is due to the CSS not attempting to make a
definition of what cyber-crime is and consequently analysis of how the strategy is performing is
impossible as no basis for assessing success exists. However, there have been positive steps taken,
such as, the incorporation of the Police Central e-crime Unit (PCeU) and the Serious Organised Crime
Agency (SOCA) into a new National Cyber Crime Unit to form part of the National Crime Agency
(NCA) (Home Office 2011 and Woolen 2013).
The National Security Strategy sets out a strong economy as being a vital basis for security (HM
Government 2010a). The CSS sets out a clear continuation of this position with Objective #1.
Therefore, the economic prosperity of Britain is a crucial element of the security agenda, according
to the governments aims. This is exemplified by the prevalent focus on cyber-crime which is
responsible for an alleged £27 billion annual cost to the UK economy (Detica 2011). Crime has a
greater cost to society than just the crime itself as shown in Figure 5. Furthermore, cyber-crime has
proliferated throughout the past decade due to the increased availability of botnets, which is further
enhanced by toolkits which aid their deployment (Broadhurst et al. 2013).

Figure 5. Societal Cost of Crime (Anderson et al. 2013: 4)

Economic security is not solely referent to cybercrime but all crime, therefore, cybercrime initiatives
form part of the wider counter-crime strategy. The UK recognises this by establishing the NCA to coordinate the various different branches of law enforcement (Home Office 2011). The establishment
of the NCA is likely to enhance the integration within the European Union and the members that
have ratified the Convention on Cybercrime (Council of Europe 2001 and House of Lords 2011).
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Therefore, it is important not to assume that every country has the same level of interconnectivity,
and thus the same risk profile, which makes a “one-size fits all” strategy harder to deliver.
New Form of Crime?
As a starting point our analysis of whether the CSS represents a missed opportunity will focus on
what constitutes a cyber-crime. A Home Affairs Committee report states, ‘during our inquiry it
became clear that the definitions of what constituted e-crime or cyber crime needed frequent
revision if organisations wish to attempt to define the rapidly evolving nature of the e-crime threat’
(House of Commons 2013: 6). The RUS 13 case involving British bookmakers provides a good
example. In this case the criminals involved extorted British bookmakers by threatening to bring the
company’s services to a halt via DDoS actions (UNDOC 2012: 111-112). However, it should be
pointed out that legislative tools already exist to tackle cases of extortion, and only the means of
extortion are new (Paulson & Weber 2006). ‘Extortion is extortion and will remain such regardless of
the method employed to communicate the threat’ (Britz 2009: 5). If the means of coercion were
threats of violence or compromising photographs, for example, the offence would still be one of
extortion. In this instance it is hard to consider the offence as being a new form of criminal activity
that requires specific legislation. Although some articulate that these forms of offence should be
considered as cyber extortion (McMullan & Rege 2007).
The case of Full Tilt Poker highlights a slightly different tact. Full Tilt operated as legitimate licensed
provider of online poker within the United States, until the introduction of the Unlawful Internet
Gambling Enforcement Act (UIGEA) was introduced in 2006. Essentially UIGEA made it a criminal
offence for banks, and other financial institutions, to process payments to online gambling
operators, who were circumventing US anti-gambling laws in individual states by utilising the global
nature of the internet (Rose 2011). However, UIGEA was not universally complied with, mainly due
to its terms of reference not being properly defined. In 2010 the US was still the biggest poker
market with a turnover of $973.3million representing 25% of the global player base (Fiedler &
Wilcke 2011). When the Department of Justice (DOJ) took action, Full Tilt and its company
executives who had continued to make its service available to customers within the United States,
were charged with offences ranging from bank fraud, money laundering and operating an illegal
gambling business (Bowers 2012). They had been able to achieve this by establishing fake
companies, most notably in the form of golf club and jewellery sales, to act as payment processors
on their behalf (Bowers 2013).
The DOJ seized the domain names and shut down the sites IP addresses in 2011. This led to the
discovery that Full Tilt had been operating as a Ponzi scheme, and had not segregated the player
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funds accounts from the commercial accounts (Bowers 2012). Some $400million of player funds
were used to fund dividend payments to the owners of Full Tilt. The scandal was deeply felt as Full
Tilt was the second largest global operator, with a poker market share of 22% in 2010 (Fiedler &
Wilcke 2011: 4).
The international nature of the company highlights some of the jurisdictional challenges that arise,
within the context of cyber-crime. The company was deemed to be operating illegally in the United
States, based off a licence granted by the Alderney Gaming Commission, which utilised servers
located in Guernsey, and headquarters in Dublin (Bowers 2013). Furthermore, whilst this is a
criminal offence, and the core business operates within cyberspace, and involved customer funds
being paid via cyberspace, it can be observed that it is not a cyber-crime, but a traditional form of
corporate fraud utilising cyberspace for operational purposes.
An alternative example, although a similar type of offence, involves the case of Innovative Marketing
Ukraine (IMU) (Kshetri 2013). The company operated openly out of Kiev and employed around six
hundred people around the globe. Its core business was spreading malware which would trigger a
bogus anti-virus (AV) fraud and advising the victim to purchase IMU’s fake AV product (Broadhurst et
al. 2013). If customers had cause for complaint, and around two million did in 2008, they were taken
through a series of steps to solve the non-existent problem which left many of them satisfied
(Broadhurst et al. 2013). This fraud was proliferated by a network of affiliates who were financially
rewarded depending on the number of computers infected with the malware and subsequent AV
sales.
In this example we see a company engaged in fraudulent behaviour, like Full Tilt, however, the
crucial difference is that although Full Tilt received funds via a medium in cyberspace the criminal
offence did not take place there. IMU was totally contained within cyberspace, especially if the
broad conceptualisation of cyberspace, highlighted in chapter 2, is applied, then both the human
operator and the victim form part of cyberspace. Therefore, for a cybercrime to be considered as
such and potentially require new legislative tools, it is important to distinguish between crimes that
use the internet from crimes that depend on the internet (Cross 2008). The Home Affairs Committee
recognises the importance of this distinction by stating that ‘crimes that have been transformed by
the internet and those unique to electronic networks should continue to be defined and recorded as
e-crime’ (House of Commons 2013: 6).
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The Involvement of Organised Crime
The next area of analysis of whether the CSS represents a missed opportunity is where the threat
originates. The debate largely revolves around whether cyber-criminal enterprises should be
considered to be organised crime groups, like La Cosa Nostra (Lusthaus 2013). The issue is confused
as there is certainly a professional class of cyber-criminal emerging, who have been keen to adopt
mafia terminology to describe themselves (Lusthaus 2013). Furthermore, existing organised crime
groups do have a presence in cyberspace and commit crime which may be classed as cyber-crime.
For example, in 2008 Gambino crime family capo Nicholas Corozzo was arrested for his role in an
illegal online gambling ring (Queens County DA 2008). In this case the criminals essentially provided
a technological update for the traditional wire room by utilising web-sites and servers based
offshore to collect the funds and proceeds. The involvement of organised crime clouds the identity
of who the actual perpetrators of cyber-crime might be. In the Corozzo case it became clear that it
involved Gambino family associates, although the main enterprise appeared to be independent of
the rest of the Gambino organisation (Queens County DA 2008).
Cyber-crime has evolved from a low volume enterprise, which was the preserve of specialist
individuals, to a more common high volume crime which is increasingly organised in its deliverance
(Moore, Clayton & Anderson 2009). However, due to the lack of empirical evidence, it cannot be said
that cyber-crime is dominated by traditional organised crime groups (Broadhurst et al. 2013 and
Lusthaus 2013). Therefore, whilst members of organised crime groups are involved in crime within
cyberspace, the evidence is that the structures used to plan and carry out the crime are loose
affiliations and networks that only exist for the specific task (Décary-Hétu & Dupont 2012). However,
the CSS focuses on ‘serious organised crime using the internet to steal personal or financial data to
commit fraud, steal intellectual property or launder money’ (NAO 2013: 6). This is clearly at odds
with the evidence and illustrates a lack of understanding of how the model of criminal groups differs
is at variance within cyberspace. This may have a subsequent impact on the ability of law
enforcement to be able to deal with the problem.
Due to the global reach of cyberspace the issue of how to tackle the perpetrators of cyber-crime
becomes complicated due to the difference in laws from one country to the next. Therefore, the
solution to the problem is not the sole preserve of national governments. In this regard the UK
needs to ensure that its partners, especially within NATO and the EU, have an acceptable level of
cyber-security (House of Lords 2010). Indeed it is in the direct interest of the UK’s national security
to help EU institutions, and other similar bodies enhance their cyber-security, as ‘individual
weakness undermines the collective security of the EU’ (House of Lords 2011: 47).
21

Gavin E L Hall
There is clear evidence of cyber-crime hubs operating in certain cities, for example Râmnicu Vâlcea
in Romania (Bhattacharjee 2011), along with networks in India, Vietnam, Brazil and Nigeria (BBC
2013b). This suggests that a concentrated effort that focuses on eradicating these hubs would lead
to a noticeable drop off in cyber-crime. It does appear that the CSS addresses this challenge by
stating that the UK has ratified the Budapest Convention ‘and will work to persuade other countries
to develop compatible laws, so that cyber crimes can be prosecuted across borders and cyber
criminals are denied safe havens’ (Cabinet Office 2011: 26). Furthermore, the establishment of the
NCA will help to co-ordinated the available resources at the national level ‘by providing specialist
support, intelligence and guidance’ (Cabinet Office 2011: 30).
The earlier example of the RUS 13 case involving British bookmakers also resonates with the debate
regarding the involvement of organised crime groups in cyber-crime. The case seems to reinforce
arguments that a form of protection racket is being run in cyberspace, maybe even to the extent
that there is competition to maintain, or seize, control of this market, thereby making it an
equivalent to the pizzo (Gambetta 1996). The CSS illustrates awareness of the problem by stating
that ‘serious organised crime has developed an internet-based black market for criminals, which
sells stolen identity information and software products to launch cyber attacks as well as technical
support for cybercrime’ (NAO 2013: 6).
In cyberspace these black markets are basically internet forums that are hidden within the darkweb,
or Tor network. These are separate to the normal internet that everyone has access to, and
essentially are anonymous which hampers detection (Curtis 2013). For example, Japanese hacker
“Demon Killer” has eluded the authorities due to his use of Tor, and as such law enforcement
organisations have considered utilising technical process to block the service (BBC 2013c). Similarly,
in the UK it is the Tor network that is used by terrorists to disseminate information such as the Al
Qaeda magazine Inspire (O’Neill 2013).
A closer examination of these forums can identify that they operate purely for business and profit,
which differs from the traditional forum model of providing information and discussion (Lusthaus
2013). Furthermore, the forums have a clear and defined hierarchy that becomes accessible based
on trust, ability and reputation (Lusthaus 2012). This provides the basis of any criminal organisation,
and these forums have been compared to the ‘curb exchanges’ seen during the prohibition period
and provided the foundation for the mafia in the United States (Varese 2011: 114-120). This is
because administrators and moderators of these forums provide a form of governance that
effectively provides a degree of protection to enable the ability to conduct business between
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different aspects associated with cybercrime (Lusthaus 2013). There is even evidence of an escrow
service being offered and of a standard 5% or £250 fee being applied to any deals (Davies 2010).
This clearly brings the parallels with the mafia and the pizzo into focus, though as Gambetta argues
to be considered a mafia then the organisation doesn’t just provide protection but seeks to control
the supply of protection (1996). The case of the “Iceman” illustrates that this is possible within
cyberspace as well (Poulsen 2011: 159-169). The core aspect of this quest for control involved the
hacking of rival forums and stealing their membership data and then using the data to undermine
confidence in those rival platforms thereby seeking to bring all the criminal market online under a
central control (Poulsen 2011: 164).
There are significant definitional issues with regards to organised crime and there is no commonly
accepted definition (Abadinsky 2013, Dobovšek 1996, Levi 1998 and Wright 2006). A method of
being able to provide assessment without the ability to provide for a definition is presented by
Abadinsky’s eight characteristics – absence of political goals, hierarchical, limited or exclusive
membership, constitutes a unique subculture, perpetuates, willingness to use illegal violence,
monopolistic, and is governed by explicit rules and regulations (2013: 3). The internet forums crime
model lacks the willingness to use violence, although they can appear to resemble to model of
traditional organised crime groups they do not conform to the present understanding of organised
crime (Lusthaus 2013). The focus of the CSS on organised crime can, therefore, be called into
question.
In terms of the CSS this means that in order for the strategy to have some form of practical utility it
needs to either shift its focus away from organised crime or develop a new conception of organised
crime. The later process would be extremely complex and would likely lead to even greater
disagreement in an already fragile area. This would have a significant impact upon legislative process
in the kinetic world. Making a clear distinction between crimes that use the internet from crimes
that depend on the internet and, thus a definition of cyber-crime, would enable new legislative tools
to be considered (Cross 2008). Therefore, the UK needs to develop a strategy to be able to cope with
the individuals and ad hoc organisations that are involved in cyber-crime. This becomes increasingly
important when we consider that the CSS seeks to improve reporting standards of offences, which is
also reinforced by the United Nations (Cabinet Office 2011 and UNDOC 2013). An adequate
definition is clearly needed or it becomes impossible to collect data for analysis as you have to be
able to classify what you are collecting (Cross 2008).
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In our analysis of Objective #1 questions have been raised as to who the main operators that
perpetrate cyber-crime are and whether cyber-crime represents a new form of criminal offence. The
significant response of the UK has been identified as the creation of the NCA.
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Objective #2: A More Resilient UK
Objective #2 of the CSS is for ‘the UK to be more resilient to cyber attacks and better able to protect
our interests in cyberspace’ (Cabinet Office 2011: 21). The question is raised as to what constitutes a
cyber-attack and to what level will the UK be resilient and how this can be measured and the
strategy assessed. Furthermore, an additional question arises as to what the threat actual is.
However, nowhere within the CSS is any effort made to clearly identify just what the UK considers a
cyber-attack. Resilience is similarly open ended as the objective makes no reference to the level of
resilience required or illustrates an appreciation that resilience is a product of time and threat
vectors (Haimes 2009). Each of these three questions of Objective #2 will be looked at in turn.
Cyber-Attack
The UK appears to adopt a broad conception and does not appear to have given consideration to
what the threshold for a cyber-attack should be, which would represent a missed opportunity.
Consider the following statement within the CSS, ‘attacks on public and private sector websites and
online services in the UK orchestrated by ‘hacktivists’ are becoming more common, aimed at
causing disruption, reputational and financial damage, and gaining publicity’ (Cabinet Office 2011:
16). This makes it clear that the UK regards the lowest form of intrusion, cyber-disruption, to be a
cyber-attack, and furthermore, as it is incorporated into the CSS that such an intrusion represents a
threat to national security. Therefore, in terms of Objective #2 the government has assumed
responsibility for protecting the entirety of UK cyberspace from minimal intrusions. This is simple
unrealistic and unworkable and even the most extreme examples of this type of activity result in
only negligible inconvenience as illustrated by the events in Estonia during April and May 2007.
The cyber-incident in Estonia was highly political in nature and originated from a controversial
decision to relocate a statue to remember Soviet soldiers who died during World War II. In response
Estonia was subjected to a sustained attack on the availability of information and access, which
primarily affected governmental and financial services (Ottis 2008). Estonia made for a vulnerable
target for this kind of hactivism as it was one of the most highly ICT dependent countries in the
world and has been described as operating a ‘paperless government’ (BBC 2007). The event has
been built up and is commonly portrayed as an act of cyber-terrorism and even suggested that it
provides an alternative method for Russian aggression against NATO as it avoids nuclear escalation
(Herzog 2011). The conceptual discussion earlier in this paper illustrated that for an act to be
consider as cyber-terrorism, it must first meet the criteria for terrorism. The lack of violence,
therefore, means that the Estonian example does not go beyond cyber-disruption, which has a lower
threshold for violence than cyber-attack (Yannakogeorgos 2013a).
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Adequately defining whether or not you are under attack as a nation is a key part of security
strategy. It enables a series of legal measures to be enacted and extraordinary measures employed.
The legal understanding of a cyber-attack thus provides a country with the legitimisation to invoke
either Article 51 of the UN Charter or collective security arrangements, such as the EU Defence Force
or NATO. Estonia tried to utilise the collective defence agreements within NATO during the 2007
intrusion into its cyberspace by using provocative language highlighting the “attack”. However,
NATO decided that the threshold for enacting collective defence had not been breached and thus no
action was to be taken by the alliance, although this appears to have been on ad hoc basis not
generated by a clear demarcation line. Therefore, the debate will now move forward and examine
how to identify the threshold for a cyber-attack amongst the immense range of hostile actions that
can be carried out within cyberspace (Waxman 2011).
An attack is an aggressive or violent action against a person or a place defined in the Oxford English
Dictionary. Despite such a clear cut definition there is substantial misuse of the terminology across
the literature and the starting point for discussion is that the threshold for an attack should be no
different in cyberspace than in the kinetic realm (Lewis 2010a). This position is reinforced by the
earlier discussion of cyber as a prefix. An example of the misuse of terminology is illustrated by
Thomas Rid, in his excellent study on the likelihood of cyber war (2013). He refers to the example of
Russia and Georgia in 2008 and the cyber-offense, which he asserts ‘may have been the first time an
independent cyber-attack has taken place in sync with a conventional military operation’ (Rid 2013:
7). The cyber-element of the Russian attack on Georgia does not breach the threshold for violence in
its own right, and therefore, cannot be classed as a cyber-attack. Rid goes on to point out the effects
of the cyber incident were relatively small and only had the effect of making some Georgian
government websites inaccessible for a few hours (2013).
The Tallinn Manual, which aims to provide the industry standard, posits that ‘a cyber-attack is a
cyber-operation, whether offensive or defensive, that is reasonably expected to cause injury or
death to persons or damage or destruction to objects’ (Schmitt 2013: 106). Considering the previous
discussion on the concept of cyberspace and the explicit inclusion of people as part of cyberspace
this definition has a logical basis. However, the Tallinn Manual doesn’t explicitly include people in its
definition of cyberspace, which appears to contradict the cyber-attack definition by not doing so
(Schmitt 2013).
Using the example of Georgia and Russia, it would appear that as Rid is highlighting a cyber-attack
taking place in alignment with normal military power and that the Tallinn Manual’s definition is
supporting Rid’s use of cyber-attack. However, the cyber-attack that took place in Georgia was a
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Distributed Denial of Service (DDoS) (Rid 2013 and Swaine 2008). Cyber-weapons have difficulty in
producing casualties, via direct means, and as such the probability of the threshold for cyber-attack
being breached is minimal (Lewis 2010b). Consequently, terminology is needed to identify the cyberevents that take place that do not meet the criteria of violence to be classified as an attack.
Yannakogeorgos suggests cyber-disruption as an appropriate term and DDoS would be one of the
core benchmarks for this category (2013b).
Considering Rid’s arguments it is surprising that he does not address the definitional issue, despite
extensive arguments on violence and definitions of cyber-war and weapons (2013). ‘In an act of
cyber-war, the actual use of force is likely to be a far more complex and mediated sequence of
causes and consequences that ultimately result in violence and casualties’ (Rid 2012: 9). Therefore,
for Rid, the threshold for an attack is below the standard as set out by the Tallinn Manual reinforced
by a more limited conceptual understanding of cyberspace. Indeed it seems that for Rid his
definition would follow Waxman’s view that cyber-attacks are ‘efforts to alter, disrupt, or destroy
computer systems or networks or the information of the programs within them’ (2011: 422). As such
it can be argued that Rid’s analysis of cyber-war is based primarily within the technological
conceptual constraints and does not fully incorporate the role of the human within cyberspace.
What Rid refers to as cyber-attack is in reality a further example of cyber disruption
(Yannakogeorgos 2013b).
The closest example of a cyber-attack is Operation Orchard, with arguments that the threshold of
violence has been breached (Clarke & Knake 2010 and McGraw 2013). The incident took place on 6th
September 2007 when the construction site of a nuclear reactor was bombed at Dayr ez-Zor in
Eastern Syria. A significant question emerged in the aftermath regarding how it was possible for
Syrian air defence systems, which were Russian built and arguably the largest in the world, to be
breached without a response (Fulghum, Wall & Butler 2007). Initially suspicions indicated that the
radar station at Tall al-Abuad had been taken out of commission with a cyber-hack or jamming,
which would most likely have been carried out by Unit 8200, part of Israel’s special forces (Markoff
2010). However, after the data was analysed, the more prominent theory that a kill switch,
embedded in the radar station’s software, had been used became the accepted version of events,
even if never officially clarified (Adee 2008).
Operation Orchard illustrates an attack that resulted in people dying and a nuclear reactor being
destroyed whilst under construction. The attack clearly exceeds the violence threshold as outlined
by the Tallinn Manual as being reasonably expected to cause injury or death (Schmitt 2013).
However, there is significant debate and argument as to whether or not this incident qualifies as a
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cyber-attack due to the cause-effect delay present. The fact that the air defences were disabled by a
cyber-event is not disputed. On one hand Rid argues that the time delay is a crucial factor and as a
result the consequence of the destruction of Dayr ez-Zor was an indirect result of the cyber
infiltration of the radar station (2013). Conversely the other side is that the removal of Syrian air
defences capability was an enabling act, or pre-cursor, without which the mission would not have
been successful (Clarke & Knake 2010, McGraw 2013 and Stone 2013a).
The critical issue here is whether or not there can be a time delay between the action of the cyberevent and the death and destruction that are subsequently caused. The Tallinn Manual is unhelpful
as it contradicts itself within the space of a page. Firstly, it identifies that, for the threshold of attack
to be met then the cyber-event must be directed against the object of attack, in other words not an
indirect effect at a later time (Schmitt 2013: 93). Before going on to say on the next page,
‘It should be noted that a cyber-operation might not result in the requisite harm to the
object of the operation, but cause foreseeable collateral damage at the level set forth in this
Rule. Such an operation amounts to an attack to which the relevant law of armed conflict
applies’ (Schmitt 2013: 94).
To ensure the waters are well and truly muddied the manual goes onto illustrate the following
example,
‘a cyber-operation may be used to disable defences at a target that is subsequently
kinetically attacked. In such a case, the cyber operation is one component of an operation
that qualifies as an attack, much as laser designation makes possible attacks using laserguided bombs’ (Schmitt 2013: 94).
The debate above highlights exactly why nailing down the terminology and the exact criteria is so
important. A country’s available response options are dictated by the legal definitions that are put in
place. In seeking a clearer understanding perhaps thought should be given to how the UK should
consider, for example, someone who dies of radiation poisoning after a nuclear blast, the individual
that suffers from drinking bacteria infected water from agents employed upstream, or the family
when their building collapses because it is in the house next door to a terrorist inhabited building
taken out by a drone. These are parallel examples of a delayed, or indirect, effect of an action to
enable harm to be carried out. In this light it is hard to consider Rid’s argument that only a direct
action qualifies as a cyber-attack (2013).
The Israeli attack on Dayr ez-Zor is unquestionable an attack. The arguments about delayed
timeframes, and direct or indirect effects, are distracting from the main purpose of identifying the
terminology. The specific terminology for debate is cyber-attack. It is the troublesome prefix “cyber”
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that creates the real consternation. For an incident to be specifically classified as a cyber-attack then
the event must take place within cyberspace, with the violence threshold of damage or death
occurring within cyberspace. As the conceptualisation debate of cyberspace identified the inclusion
of the human then such a move becomes possible. In this light, therefore, the Israeli action is a
military attack that utilised a technology as a force multiplier to enable its success.
The Tallinn Manual’s definition should be clarified, and as such view a cyber-attack as a cyberoperation, whether offensive or defensive, that is reasonably expected to cause injury or death to
persons or damage or destruction to objects, within cyberspace. Furthermore, such a debate within
the NSC would not only benefit Objective #2 of the CSS but also Objective #3 by enabling the UK to
seize the opportunity of taking an international lead in defining the future conduct of operations
within cyberspace.
Resilience
The issue of resilience relates to a two-fold problem. Firstly, by identifying vulnerabilities that exist,
where ‘vulnerability refers to the inherent states of a given system (e.g., physical, technical,
organizational, and cultural) that can be exploited by an adversary to adversely affect (cause harm or
damage to) that system’ (Haimes, Crowther & Horowitz 2006: 293). Secondly, to develop a resilient
system to address the vulnerabilities that can be exploited to generate a threat. Resilience, just as
with vulnerability, cannot be quantitatively measured in specific units due to the multi-dimensional
combination of outputs, or consequences, in relation to specific inputs, or threats (Haimes 2009).
What this means is that the risk associated with an attack on a system is not only dependant on the
resilience of the system but also the nature of the cyber-offence it is facing. For any specific threat
the system will have a, potentially, different recovery time and cost. Therefore, for any given system
different attacks will generate different consequences (Haimes 2009).
Vulnerability and resilience are linked and form a symbiotic relationship. However, the two concepts
are distinct so this section will begin by defining what we mean by resilience, so that the distinction
between vulnerability is clear. Resilience is not a unique concept for cyberspace, therefore, there is
already an established understanding of how the concept operates and fits into an overall risk
management strategy. Whilst the term can be applied to a wide range of areas, including naturally
occurring events, for example, in terms of the cyber-security debate we are primarily talking about
the relevance to Critical Infrasturcture Protection (CIP).
Resilience is similar to the other aspects of the cyber-security debate in that it is often not properly
understood. The following basic definition provides a starting point for analysis.
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‘Resilience is commonly defined as the ability of a system to recover from shock, either
returning back to its original state or to a new adjusted state. Resilience accepts that
disruptions are inevitable and can be considered a “Plan B” in case something goes wrong’
(Cavelty 2013: 375).
This definition is unsatisfactory and would be unsuitable for strategic planning purposes, as it does
not provide any indication as to how resilience might be measured and the variables of threat.
Therefore, if such a definition was applied to gauge the success of the CSS then there would be no
basis for assessing how successful, or otherwise, the strategy might be (Haimes 2009). Therefore, it
is necessary to think more deeply about our understanding of the concept of resilience. A recent
European Network and Information Security Agency (ENISA) report goes into great depth about the
nature of resilience and the relationship between different segments that make up cyberspace and
illustrates the degree of interconnectivity that may be required to develop pan-European strategies
(2011).
There is no doubt about the level of activity that is seen within cyberspace. For example, Sir Michael
Rake, Chairman of BT, has stated that during the 2012 Olympics, 112 million malicious attacks were
recorded, which peaked at 11,000 per second (Under Attack: The Threat from Cyberspace - Episode
2: Sabotage and Subversion 2013). If Cavelty’s definition was adhered to, then as long as the system
is able to recover at some point then all would be well, notwithstanding that acceptance is required
when things go wrong (2013).
Two key areas are missing from Cavelty’s definition that would enable the success of a strategy to be
more accurately measured. It is crucial to the concept of resilience to understand the importance of
the time vector and the acceptable limits. As such resilience is not just about the ability of a system
to recover from shock, but also the amount of time that it takes to recover and how much system
degradation is acceptable, which is coupled with the capacity that the system is able to return to
(Haimes, Crowther & Horowitz 2006 and Hall et al. 2011). In terms of the Olympics, an acceptable
level of resilience was seen as a thirty second power outage during the opening ceremony,
therefore, the systems in place were resilient to this degree against the perceived threats (Corera
2013). The system may well have been less resilient versus an unperceived threat. Therefore, as
Objective #2 does not provide such a quantitative statement of just what level of resilience is
acceptable, over what time and against what threats, it can be considered as being open ended and,
as such, has little real meaning and minimal practical strategic relevance (McGhie 2012).
Furthermore, if consideration is given to the primary vulnerability associated with resilience, the
interconnection of critical infrastructure, it should be immediately clear that some parts of the
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infrastructure are more critical than others, as illustrated in Figure 6. Using such a diagram it is
possible to analyse potential weak-points, were an incident could affect a much wider area, for
example, anything which harms the electricity infrastructure is likely to have a much wider impact.
Therefore, electrical systems need to have a much higher resilience threshold in order to provide the
same level of security as infrastructure that has less of a knock-effect.

Figure 6. Interconnection of Critical Infrastructure (Yusta, Correa & Lacal-Arántegui 2011: 6101)
The UK does have a structure in place with the CPNI established in 2007 and the establishment of
Cyber Incident Response team, as part of the CSS (GCHQ 2013). Therefore, it is apparent that action
is taking place towards enhancing the resilience of the UK. However, the lack of clearly defined
objective means that the CSS loses some potency and clear standards for success or failure should be
adopted. Furthermore, arguably it also hinders the goal of creating a better educated public and
business as they left to adhere to a vague over-simplification and as a result either be under, or over,
prepared for the reality of the threat. CESGA has produced a document to help the user follow the
‘10 Steps to Cyber Security’ (2012).
So far in this section the debates around what constitutes a cyber-attack and the nature of resilience
have been analysed. The final segment of the analysis surrounding whether Objective #2 of the CSS
represents a missed opportunity will identify the threat, namely cyber-weapons, and utilise the
example of Stuxnet.
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The Threat from Cyber-Weapons
The primary threat from cyberspace is considered to be against the integrity of a critical
infrastructure system. Such a threat is designed to have an actual effect as opposed to merely
acquire information or to stop information being accessed. Therefore, this category represents the
most intrusive form of cyber-operations and is focused on cyber-weaponry. It should be noted that
the history of weapon development and the implementation of new technology demonstrate that a
period of significant consideration occurs during which the old principles are challenged and after a
period of reflection the debate settles down, with a reconceptualization to incorporate the new
technology into the existing principles and rules that were already prevalent in international law
(Dinstein 2002). Indeed as with more traditional weaponry there are moves in place to normalise
cyber-weapons via arms control (Andress & Winterfield 2011: 7).
In order to consider what a cyber-weapon is and how such a weapon could be utilised, consideration
needs to be given to the understanding of a weapon in more general terms (Rid & McBurney 2012).
Weapons provide an extension to the human intent to cause harm. Therefore, the object itself
doesn’t automatically determine status as a weapon, and weapons are not constrained to warfare,
or even violence. For example, a hammer is designed to be used in construction and various other
tasks; however, it can also be used to threaten or cause harm, thus the hammer has now become a
weapon regardless of its successful use as such (Rid & McBurney 2012). Cyber-weapons have to
apply this conception in order to be considered as such, which places the intent for harm as central
to any definition.
The fundamental aspect of the debate revolves around whether direct or indirect effects are
acceptable. A cyber-specialist from a legal background defines a cyber-weapon as,
‘A part of equipment, a device or any set of computer instructions used in a conflict among
actors, both national and non-national, with the purpose of causing, even indirectly, a
physical damage to equipment or people, or rather of sabotaging or damaging in a direct
way the information systems of a sensitive target of the attacked subject’ (Mele 2013: 10).
By allowing for indirect effects this achieves two primary problems. Firstly, it greatly increases the
scope for what can be considered to be a cyber-weapon, as well as enhancing the ‘damage’ that
these weapons can be said to have caused. Secondly, it raises the question of time and how much of
it can have elapsed between deployment and affect for it to be attributed to the weapon and how
far removed from the process can the original weapon be. Just as in the debate on cyber-attack this
would then need further definition, and debate making the issue more complex than it needs to be.
Therefore, consistency is needed in both of the definitions of cyber-attack and cyber-weapon.
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Rid and McBurney are explicit in stating that any damage has to create direct harm and illustrate a
DDoS attack as an example of a non-weapon as any harm created is a secondary effect (2012).
Furthermore, they go on to argue that there should be differentiation between low and high end
weapons, with the distinction coming from the ability to penetrate a specifically targeted protected
system in fulfilment of a specific goal of actual direct physical damage (Rid & McBurney 2012). This is
not consistent with Rid’s broader conception of cyber-attack (2013). However, it is clear from some
of the literature that this area is still one of debate, with arguments presented that developing a
weapon is easy and it is only the deployment that is difficult, and that it does not need a complex
weapon to destroy physical components or subsystems (Clarke & Knake 2010, McGraw 2013,
Peterson 2013 and Stone 2013a). Arguments that highlight the potential ease of a cyber-attack are
generally focussed on a myriad of “what if scenarios” and are challenged as being threat inflationary
(Brito & Watkins 2011 and Rid 2012).
Stuxnet provides probably the best known example of a cyber-weapon and provides a good
illustration of the debates surrounding the threshold for cyber-attack and resilience in critical
infrastructure as well. In order to develop Stuxnet the following was required; 4 Zero-Day Exploits
(ZDE), 2 stolen digital certificates, 1 Windows rootkit and the first ever Programmable Logic
Controller (PLC) rootkit (Rid 2013: 45). It is estimated to have cost at least $3 million and required
around thirty programmers working for ten thousand man hours to develop the weapon (Falco
2012). On top of this comes the intelligence and deployment part of the operation. Such an
investment in manpower and resources leaves these weapons as the preserve of the cybersuperpowers (Rid 2013). At a stroke this puts fears regarding cyber-terrorism into context and whilst
nothing can be ruled out, the risk of a cyber-terrorist attack on the scale of Stuxnet is minimal. An
example of the cost of ZDEs is provided in Figure 7.

Figure 7. Zero Day Exploit Black Market Price List (Greenberg 2012 and Worstall 2013)
33

Gavin E L Hall
The effect of the weapon, which specifically targeted the IR-1 centrifuges at the Fuel Enrichment
Plant at Natanz, is highly debated. A report issued in December 2010, about 6 months after the
discovery of the weapon, concluded that between 2009 and 2010 Iran had decommissioned or
replaced around 1000 IR-1 centrifuges (Albright, Brannan & Walrond 2010). However, just two
months later the Director General of the Atomic Energy Agency revised this assessment and stated
that there had been no noticeable effect on the Iranian nuclear programme (Amano 2011). There is
little dispute today that Iran has fully recovered (Sanger 2012). Furthermore, the weapons
deployment is criticised for not being effective, badly timed and potentially of benefit to Iran
politically (Barzashka 2013). Iran may well have intentional spread the disinformation regarding the
alleged damage to Natanz as disinformation to allow them to continue their development
programme (Falco 2012), though Iran has denied that Stuxnet affected its nuclear programme (BBC
2010b).
There is also growing evidence that Stuxnet was just part of a wider US programme known as
“Olympic Games” of which the most recent development may well be Flame (Williams 2012 and
Finkle 2012). Flame has attracted a lot of recent attention and is reported as being twenty times
more complex than Stuxnet (Farwell & Rohozinski 2012). It may very well be a highly sophisticated
programme but unlike Stuxnet it is not a weapon. Stuxnet infected around one hundred thousand
PCs though it only became active on the PLCs of the centrifuges at Natanz (Rid & McBurney 2012
and Barzashka 2013). However, it has emerged that Flame was a cyber-espionage tool and not
weapon (Demidov & Simonenko 2013). Flame was concerned with the gathering of information,
including the turning on of microphones and webcams inbuilt into computers and taking screenshots
(Farwell & Rohozinski 2012). The recent Home Affairs Select Committee report on e-crime makes a
very valid point in this regard.
‘We also note as a principle, that if personal data is held in any database, no matter how
secure, there is a risk of it being accessed inappropriately, either through human error or
malice. The only way to ensure data does not leak is not to collect it’ (House of Commons
2013: 9).
This section has analysed the various debates the surround Objective #2 of the CSS and has
identified the key arguments regarding resilience. If has highlighted the substantive questions
regarding how to define a cyber-attack, what threshold for violence should be applied, whether only
direct actions should be considered and furthermore, that resilience is not an abstract construct but
rather a product of time and threat vectors. Therefore, the recent initiative to share details of cyberattacks is welcome (Maude 2013).
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Objective #3: Open Society and International Norms
Objective #3 of the CSS is for ‘the UK to have helped shape an open, stable and vibrant cyberspace
which the UK public can use safely and that supports open societies’ (Cabinet Office 2011: 21). This is
a particularly vague statement that provides little direction as part of a strategy (McGhie 2012). It
appears that the Cabinet Office has had similar difficulty in deciding how to translate this objective
into action. Its own progress report only identifies six points that have been achieved with regard to
this objective, which is the least of the four objectives, and furthermore, only two of these points are
actually unique to Objective #3 (Cabinet Office 2012: 4). It also opens up a fundamental question as
to how to classify an open, stable and vibrant cyberspace, and whether the open society applies just
to the UK or other countries that use cyberspace as well.
To begin with the question of what constitutes an open society will be addressed before moving on
to look at the role of the UK in establishing international norms for conduct in cyberspace. In order
to start contemplating what an open society would involve consider the address given by former
United States President Ronald Reagan to the Guildhall in London, shortly after leaving office in the
summer of 1989, where he declared that ‘information is the oxygen of the modern age, it seeps
through walls topped with barbed wire, it wafts across he electrified, booby-trapped borders’ before
proceeding to highlight how ‘breezes of electronic beams blow through the Iron Curtain as if it was
lace’ and that ‘the Goliath of totalitarianism will be bought down by the David of the microchip’
(Rule 1989).
This statement became especially poignant for governments in the light of the Arab Spring (Howard
et al. 2011 and Srinivasan 2012). Egypt actually shut down the internet in the wake of the uprising
to overthrow Mubarak (Williams 2011), and in a similar vein President Assad of Syria has also denied
access to information via the internet (Chulov 2012). There have been examples in the absence of
conflict too. China blocks access to a number of sites such as Google (Miller 2012). Consequently, the
internet does not provide freedom of access to information but rather the government decides what
level of access of information its people should have. Therefore, it would be possible to interpret this
objective as stating that the UK will not support governments who do not adhere to the level of
freedom of information that the British Government deems acceptable.
The argument deepens when considering what is meant by an open, stable and vibrant cyberspace.
The implication is that the UK is against censorship and allows information to pass freely through the
internet, with the public deciding what they do or don’t want to look at. However, the UK has
recently imposed restrictions on access to pornography online (BBC 2013d). The moral argument
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behind this is outside the scope of this paper, but the fact remains that pornography is a legal
enterprise under UK law yet the Government has decided to restrict access online. The population as
a whole probably accepts that laws should be in place to prosecute people who use the internet to
download terrorist information, such as Al-Qaeda’s online magazine Inspire (O’Neill 2013).
Interestingly the perpetrators of such an action do not find themselves challenged with some form
of cyber-crime but rather under the Terrorism Act 2006, which makes a range of potential charges
available, such as the Dissemination of Terrorist Publications (section 2) or the Preparation for a
Terrorism Act (section 5) (HM Government 2006).
This is especially interesting as the government has utilised the Terrorism Act against people with no
available means for them to carry out an act of terrorism (Macdonald 2013). Consider the case of R v
G, where the defendant was convicted of terrorism offences despite being in prison when the
offences took place (House of Lords 2009). Somehow the defendant had managed to acquire bomb
making literature and, furthermore, was assessed as mentally ill, and substantive questions were
raised as to the actual intent of the victim (House of Lords 2009). However, he was convicted and
the House of Lords upheld the conviction that he was responsible for his actions, despite accepting
that he was suffering from paranoid schizophrenia at the time, utilising case law from 1843 (2009).
The case of Riwzaan Sabir is also relevant, and takes the debate into the cyber realm. He was held
for seven days without charge, under the Terrorism Act, for downloading a manual from a US
government database, which could have been purchased at a number of high street shops
(Townsend 2012). Like the example of R v G, Sabir had in his possession a document which called for
answers. At the time Sabir was undertaking research into terrorism as part of a Master’s degree at
Nottingham University, and the case is further eroded as the Police fabricated the alleged evidence
(Townsend 2012). Sabir was released without charge or apology and a paper was published which
heavily criticised the role of the university and pressure was exerted to have that paper quashed
(Thornton 2011).
The most high-profile question in relation to an open society within cyberspace has recently been
exposed by Edward Snowden and the PRISM affair (BBC 2013e, Blake 2013, Gellman & Poitras 2013,
Greenwald 2013, Greenwald & MacAskill 2013 and Greenwald, MacAskill & Poitras 2013). The
episode challenges us to think about espionage in cyberspace, and how intelligence is gathered. In
light of this objective the role of GCHQ, and by extension the UK Government, in carrying out
operations spying on its own population, as well as allies and regimes to which it is opposed,
questions the commitment to an open, vibrant and secure cyberspace. The full ramifications of the
affair is still unfolding and the lack of the UK to properly address the challenges raised by Objective
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#3 can be fully analysed once all the facts are known. The situation is evolving even as this paper is
being written and the latest development is the arrest of the David Miranda in the UK under the
Terrorism Act 2000 (Rucker & Adam 2013). Miranda is the partner of Washington Post journalist
Glenn Greenwald who worked with Edward Snowden to expose the US National Security Agency’s
surveillance programs (Rucker & Adam 2013). A further interesting development, is that security
organisations have shun the current technology and reverted back to traditional methods, as within
The Kremlin where there is understood to be a reversion to paper and typewriters to provide a more
closed and, therefore, a more secure internal communication system (Irvine 2013).
The examples provided illustrate the nature of the debate that can be developed around the issue of
open society, cyberspace, and the access to information. Syria, Egypt and China have all
demonstrated that it is governments who decide what level of access is available to its people. In
this regard the UK is no different, as it too makes determinations about just what should or should
not be available to its citizenry. Therefore, in terms of the CSS the inclusion of this objective had the
potential to ignite a major debate as to the central role that cyberspace and the freedom of
information should have in the day to day lives of the citizens of the UK.
This section will now look at the two unique points that objective #3 has achieved; the organisation
of the London Conference on Cyberspace and Get Safe Online Week as part of the global Cyber
Security Month (Cabinet Office 2012). It is hard to critically analyse these two initiatives in reference
to the overall CSS, whilst they are both commendable in their own right and clearly form part of an
agenda to increase educational awareness of cyber-security there is no method of quantifying the
success. This is compounded by the general vaguity of the objective which would benefit greatly
from having clear signposts as to what it is actually intended to achieve.
The London Conference on Cyberspace involved delegates from sixty countries and covered a broad
range of topics (Hague 2011). Considering the conference lasted two days questions are raised
regarding how much could actually be achieved in such a short space of time, across a diverse range
of topics that involved seven hundred people (Telefonica 2011). Further critique is made in that a lot
of talking was done at the conference, however, its real measure of success would be in action
(Lazanski 2011). The conference is declared a success by almost every comment that can be found
on it, although discovering a real world action that has resulted directly from the conference is
significantly harder. Perhaps a narrower focus would have enabled more positive action that could
have addressed some of the fundamental conceptual issues to enable explicit strategy formulation.

37

Gavin E L Hall
Get Safe Online week is just as hard to attribute success or failure to. The campaign alleges 56% of
the UK populous has been targeted by online criminals and general poor hygiene 4 is used by the
majority of the UK (Maude 2012). Apparently the scheme was a great success though no empirical
evidence backs this up (Mitchell 2012). Perhaps the continued rise of cyber-crime and the assertions
by Verizon that 75% of cyber-intrusion incidents are opportunistic and utilise minimal computing
skills suggests otherwise (House of Commons 2013 and Verizon 2013: 6). This is further reinforced by
a recent report from the National Audit Office which suggests that ‘80% of cyber attacks could be
prevented through simple computer and network “hygiene”’ (2013: 4).
Providing analysis of such a broad and open-ended objective is almost impossible in any great depth,
as it arguably develops more questions than it answers. The broad principle appears to indicate a
move towards establishing acceptable norms for conduct within cyberspace. However, the
opportunity to take the lead in this regard appears to have not been seized. Considering, the
conceptual challenges that exist within cyber-security and the lack of any definitive produce from
initiatives carried out under this objective it is hard to consider it a success, especially when the
Tallinn Manual has proved the first set of international guidelines of acceptable norms within
cyberspace (Schmitt 2013).

4
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Objective 4: Recruitment and Training of Cyber-Security Specialists
Objective #4 of the CSS is for ‘the UK [to] have the cross-cutting knowledge, skills and capability it
needs to underpin all our security objectives’ (Cabinet Office 2011: 21). Arguably Objective #4 is the
most important as the skills base underpins all the other areas of the CSS. However, it also generates
the least debate. Positive moves have been made in this regard such as the establishment of the
Academic Centre of Excellence in Cyber Security Research award (GCHQ n.d. and Universities News
2012). However, the allocation of the £650 million supplied for the NCSP shows that the Department
for Business Innovation and Skills has been allocated only £13 million over four years, the lowest
amount of any area, and the Cabinet Office £33 million over four years, the second lowest amount.
These are the two government departments specifically charged with delivering Objective #4 (NAO
2013: 14). Furthermore, a report concluded that ‘it is not clear what parameters the Government
used to arrive at the figure [£650 million] and as such it is difficult to accurately assess whether the
investment will prove sufficient’ (Lewin 2011: 25).
The UK seeks to generate the necessary expertise required for the provision of cyber security by
training reservists (Sengupta 2013) and by relying on a “Dad’s Army” cyber defence force of
volunteers (Johnson 2012 and Shute 2013). Whilst the increasing reliance on volunteers is in line
with other areas of UK security policy it does reinforce the view that the NSS is a method of justifying
and enabling cost-cutting measures (Kaldor 2010). Furthermore, a leaked memo has suggested that
the targets for the recruitment of reservists are not being met, which will have an effect on the
personnel available for cyber security (BBC 2013f). This is compounded by the recent report on ecrime by the Home Affairs Select Committee which states that ‘a quarter of the 800 specialist
internet crime officers could be axed as a spending cut’ (House of Commons 2013: 8).
As a basis for comparison, the US Cyber Command recently announced plans to expand from nine
hundred to five thousand employees then serious questions are raised as to whether the measures
undertaken by the NCSP are enough (Tilgham 2013). Indeed, some analysts such as Jim Gosler, a
former CIA operative, posit that the lack of adequate personnel ‘who have the specialised skills to
operate effectively in cyberspace’ leads to overall weakness in the cyber security of the United
States, which ‘needs about 20,000 to 30,000 such individuals’ (Evans & Reeder 2010: v). Therefore,
whether the measures undertaken as part of this objective go far enough to ensure that the UK does
have an adequate skills base is open to question.
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Conclusion

The CSS has been viewed as a missed opportunity due it being overly ambitious and not having the
required means to fulfil these ambitions (McGhie 2012). Throughout the course of this paper the key
debates within cyber-security, in relation to each of the four objectives of the CSS have been
analysed. Although some positive initiatives have been undertaken their relationship as part of an
overall strategy is clouded by the vaguity of the CSS. However, it should be recalled that the CSS is an
inaugural strategy due for update in 2015 so there is scope for a much tighter more coherent effort
in the near future.
The strategic development process employed by the UK is a convoluted affair. The separation of
ends, ways and means into different documents produced by different branches of government
ensures that the process lacks coherence and provides an inherent amount of contradiction and
conflict between the documents. The NSS and SDSR has attracted the most attention and been
criticised as a flawed process, especially given the process was completed within five months. The
CSS is a product of the NSS and SDSR process and as such carries on the flaws of those two
documents.
It has been argued that the UK suffers from a form of strategic malaise. However, the evidence
suggests that a more accurate term would be a militarised foreign policy malaise. Thereby, the
symptoms of the decline in UK strategy are a direct result of the loss of core understanding of
strategy in its true military sense. Whilst this goes against the current trend towards increased
securitisation there is no universal agreement that this approach is beneficial (Booth 2005 and Booth
2007). In this regard a reversion to a more traditional realist approach to security would aid the
reinvigoration of strategy as the narrower concept of military power to provide security as was
understood until the later part of the Cold War. The debate questions why it is necessary to have the
CSS at all, and that the separation of strategy into different aspects, whether naval, cyber or any
other of the possibilities, is a further example of the devaluation of strategy as a concept.
The broad terms of reference for the National Risk Assessment have a similar effect of diluting the
overall understanding of security and strategy to such a degree that the provision of security ensures
that strategy and policy become conflated. The contradiction and confusion created by the noninclusion of current threats, and the focus on threats within the next five years, with consideration
to a broader twenty year period, ensures that cyber-security inhabits a curious place as a Tier 1
threat. If the National Risk Assessment’s terms of reference were fully adhered to then cyber40
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security would not be a current security threat, so why a separate CSS would be needed is open to
question. The alternative interpretation is the National Risk Assessment did not adequately follow its
own methodological guidelines. Either way serious questions can be raised as to the validity of the
National Risk Assessment in determining the threats to the UK.
The strategic development process raises serious questions about how Britain does strategy. This is
not a new challenge. However, it is a challenge that could have been addressed. As such the CSS has
not lessened these concerns and can be considered to have missed the opportunity to do so,
especially given that the establishment of the NSC and the switch to a NSS approach instead of the
traditional SDR appears to have been an ideal time to reinvigorate the core conception of strategy.
The assumptions that underpin the CSS are questionable and considering Objective #3 was designed
with putting the UK at the forefront of the cyber-debate it is a failing that the opportunity to do was
missed. The fundamental concepts of cyber and cyberspace needed to be developed to ensure that
the full breadth of options available within cyber-security can be considered. This enables a clear
distinction between different thresholds of violence to establish and clarity provided to what
constitutes a cyber-attack. This would allow the government to focus attention on developing a
strategy that specifically addresses these threats and is not an all-encompassing attempt to placate
the concerns of corporate entities obsessing over the minimal effects of cyber-disruption.
How to deal with the challenges posed to critical national infrastructure continues to provide
problems for governments and the commercial enterprises that own the infrastructure. The
incorporation of time and threat vectors into contingency planning will enable a better allocation of
resources to ensure the most sensitive areas can be best protected. The government is not the best
organisation to deal with every form of cyber-intrusion, however, it needs to clearly define what it is
and is not taking responsibility for. The deeper understanding of cyberspace and cyber-attack will
enable a much clearer picture to be developed and may well be the case that the future role of the
government in cyber-security is limited to critical national infrastructure and high-end threats,
whereby security against DDoS and other forms of cyber-disruption, which have minimal impact
become the preserve of the individual private companies. This is also likely to ensure that the
companies are proactive in cyber-security and ensure that all employees adopt good hygiene so that
the chances of cyber-disruption affecting the company are minimised.
The London Conference on Cyberspace exemplifies the approach of trying to cover everything and
achieving relatively little. The two day conference saw over seven hundred delegates from sixty
different countries attend. This undoubtedly created a good showpiece event, however, there is no
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evidence of any positive contribution to the conceptual understandings of the key issues, with the
numbers involved and the time constraints this is not much of a surprise. A much narrower scope of
discussions would have been better and could have enabled a positive outcome for the conference.
In other words it missed the opportunity to have an impact right at the centre of the cyber-security
debate by not being focussed enough. For example, if the conference had been dedicated to
discussion on what constitutes a cyber-attack then the UK could have had the international lead
instead of the Tallinn Manual, as well as gaining a coherent understanding for its own strategic
benefit.
The incorporation of the vague notion of fostering open society and a vibrant cyberspace is a prime
example of the influence of policy over strategy. It has no strategic meaning and only serves to open
up a whole host of questions, with regard to what is meant by open society and how to address the
criteria for establishing international norms. It highlights the problems associated with a broader and
deeper concept of security and provides a distraction, in terms of resources, from the central
concern of providing security. However, it was included and with the exception of Get Safe Online
week nothing has been achieved. Therefore, this aspect of the CSS has not met its objective and
represents a missed opportunity.
The CSS has had some positive outcomes that mean that the strategy is not totally ineffective. Whilst
the NCA was not established by the CSS the incorporation of a combined National Cyber Crime Unit
into the NCA is a step in the right direction in the fight against cyber-crime, which is currently being
lost. Clearly identifying what constitutes a cyber-crime to enable adequate data to be collected and a
true means of targeting the criminals identified has to be a priority. The focus of the CSS has been on
the role of organised crime despite the lack of empirical evidence to back up this notion. The
damage to the economy is growing and the lack of an adequate identification of what constitutes a
cyber-crime and identifying the perpetrators of such crimes means that the CSS missed an
opportunity to tackle the problem. Furthermore, the importance of working with allies to establish
clear jurisdictional guidance and areas of responsibility needs to be enhanced to ensure that cybercrime safe havens are denied the ability to operate.
Despite the positive moves of establishing academic centres of excellence for cyber-security serious
concerns remain as to whether the necessary number of adequately trained cyber-specialists will be
available to deal with the variety of tasks that exist. The reliance on volunteers or reservists, whilst
cost-effective, may not be enough to fill the gaps, which are expanding and exacerbating the
problem. This appears to be a by-product of the £650 million allocated budget for the four-year term
of the Tier 1 threat. There appears to be a mismatch between the rhetoric and the resources to
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tackle the apparent threat. However, as a strategy is constrained by its means then it is not possible
to state that this aspect of the CSS represents a missed opportunity. Although, any future funding
increases should consider increasing the allocation of training and recruiting above the current 7%
level.
On reflection the CSS does represent a missed opportunity. However, the CSS is an inaugural
strategy and there are positive outcomes from the strategy. Whilst a number of possible
improvements for the future are suggested it needs to be understood that the basis for developing a
strategy needs to be sound. In terms of a cyber-security strategy this is represented by clearly
defining, and understanding, the concepts involved so that threats and responses can be developed.
This will enable the strategy to be measured for success or failure. Failure should not be viewed as
weakness but rather as an opportunity to develop and improve, thereby, ensuring the adequate
provision of security. A reversion to a more traditional view of strategy as being a military concern
may be benefical.
At the present, it seems impossible for anyone to know just how well or badly the UK is protected in
terms of cyber-security. This situation does not befit the status of cyber-incidents as a Tier 1 threat
to the National Security of the UK and needs to be rectified to ensure that the chance of future
missed opportunities are minimised.
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